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Feature fusion-based multi-class SQL injection detection
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Abstract ; Structured query language (SQL) injection attack is a common network security threat, so
detecting SQL. injection has become an important research topic in the field of network security. Tra-
ditional SQL injection detection methods have problems such as low accuracy and inability to deter-
mine the specific type of SQL injection attack. Therefore, this paper proposes a feature fusion-based
multi-class SQL injection detection (FMC-SID) method. The experimental results show that this
method not only achieves an accuracy of 99. 99 %, but also identifies the specific type of SQL injection
attack, which can provide security personnel with more specific description and intention of SQL injec-
tion attack, enabling them to develop more targeted countermeasures and improve network security
protection capabilities.
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